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Industry Trends Advancing
Automotive Functional Safety and Security

Connected Automated Shared

Figure 1 Automotive industry trends defined as “CASE". (Souce: MIPI Alliance)
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MASS Functlonal Safety Application

Digital Side Mirror Replacement
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MIPI Automotlve SerDes Solutions (MASS)

Vision for Full SerDes Integration
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Displays

w—A-PHY Functional Safety @ Security @ HDCP

Sensor and display endpoints with integrated long-reach connectivity (integrated A-PHYSM SerDes) connect to the ECU without
intermediate bridges. Application-level functional safety and security data protection. HDCP for protecting premium content.
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I5026262 Part 5 Product development at the Hardware Level

1SO26262 automotive functional safety standard
Reference for automotive safety lifecycle

Automotive-specific risk-based analysis for Automotive Safety Integrity
Levels (ASILs)

Uses ASILs to specific applicable requirements
Part 5: Hardware level

Specification of hardware safety requirements
Evaluation of safety goal violations due to random failures
Annex D: informative guidelines for appropriate safety mechanisms
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I5026262 5 Annex D — Communications Bus

P /- Annex D — Communication bus safety mechanisms:

, oot 32 | One-bit hardware redundancy
STANDAR

Multi-bit hardware redundancy

- — | Read back of sent message
o vetidtes — Fusetis |

B e drvetapmest 311

| * Complete hardware redundancy
|

III < * Inspection using test patterns

| * Transmission redundancy
I

. || * Information redundancy

| * Frame counter

'|| + Timeout monitoring

W Combination of information redundancy, frame counter
and timeout monitoring
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Adding Service Extensions Packets (SEPs)

Original Frame in Application Processor Memory

Original Frame
Active Pixels

Frame in Appli F Memory

sexe
SEP-Formatted Frame —

Active Pixels =

{TTE &

Figure 23 SEP Formatting in the Display Source

MIPI DSE** v1.0, MIPI PAL**/DSI-2** v1.0
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DS4-2 Long Packet

C.1 Converting DSI-2 Long and Short Packets to SEP

Figure 20 illustrates conversion from a DSI-2 Long Packet to SEP carried within DSI-2 Long Packel.

Packet Header
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Figure 20 Converting DSI-2 Long Packet to SEP Within DSI-2 Long Packet

SEP Data Type|  O8I-2Long
-z

SEP

Packet Header Header
-

SEP Payload

SEP
Footer

0812 Long
Packet
Footer

DSI1-2 Long Packet
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Figure 21 Converting DSI-2 Short Packet to SEP Within DSI-2 Long Packet

Figure 21 illustrates conversion from a DSI-2 Short Packet to SEP carried within DSI-2 Long Packet.

MIPI DSE** v1.0, MIPI PAL**/DSI-2** v1.0

mipiDEVCON
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MASS Display Serwces Extension (DSE 1.0)
Services Extensions Protocol (SEP) Header and Footer

Table 1 SEP Packet ePH Blocks: Overview

eDT — extended Data

R Bits |[31|30 29]28]27[26[25]24 23]22[21]20]19]18[17]16 16[14]13 12'11'10] 9 IB 7 I 6 I 5 I 4[ 3 l 2 [ 1 IO
Type ePH[0] | F e eT R|eren| Reserved ePHEN
ePH[1] Reserved SEP Payload Length
- CS | ’ DSl ePH[2) Service Descriptor | Reserved P M Counter
ePH[3) _/’Reserved
— VESA eDP/DP <PH[4] — Reserved
ePH(Sl m— HDCP streamCtr[31..0]
| ePHI6) HDCP InputCtr{31..0]
M €ssa ge Counter ePH[7] HDCP InputCtr[64.32]

CRC-32 |
. — Table 2 SEP Packet ePF Blocks: Overview
— Hamming distance T Bits 3130|29|28| 27| 26| 25|24| 23| 22 21|20 | 19[ 18[17] 16|15 14| 13]12]11]10[ o [ 8 | 7| 6 [ 5 | 4 |3 [ 2| 1 [ 0
of 3 or more .

ePFI1] Reserved
ePF0] — CRC-32
MIPI DSE*" v1.0
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MASS Legacy ECUs with an External A-PHY Bridge
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> FHY Tx PHY Tx | g | le 20 le—|
- -« - DSE 1.0
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T4 DER, BERINIZIEAPHY Ty PHEOEF 1) T OERETDIIENTEET,

1 DBDORE, CPHY £/2IED-PHY DTV Ry A —TDSI2 Z{FRALEMPILAY—T 4
ATLADY—REY VI HERLTNET, TO ECU (&, MNEBOD DSI-2-A-PHY 7'V v ¥ (2345
ERTWET, TOLAY—ECU (&, 70 R3LIZ FuSa ®tFa ) T4 ABIIEH TULVRL
WRDDSI2A VB —T 2 —REHBATNET, APHY TV v DICT—20ZFhd L. DSI-
OO NN - TRETT—=a3Y - LAV —(& BEET—2H A-PHY SerDes f 2 —7 =
—RENL TmESN SRS, DSE [AEREFERAL T, #Meeee L. BRNICEEXaUT 1%
EMMLET,

2DOHORELVAY —VESA NSV RI v A —DREKRDOEEZ/RLTWWET, JOMaL - 74X
57— 3> - L4 — (VESA EDP) (L. A-PHY TT—AMNEE SN BEIIC. e ML .
BRIzt T4 24MLES,
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MASS New ECU with Integrated A-PHY

ECU DS1-2 Display Source with integrated A-PHY DSI-2 Display Sink with Integrated A-PHY
DisplayPoeiDataPal | Poeito Bye 0sl-2 Dsl2
psi-2 v Fackng Protocol A-PHY APHY APHY Lane Protocol
Display . " . . Physical [ o o | Physical . .
Source [gpbngC:m\'?nd Ty ptation — Data Link (=] Layer [® P e —® Manage- el Adaptation — Display
(Pixels) e conee p| Commana | Layerwith Layer Transmit Receiver ment Leparih
P cenices DSE 1.0 | - ] DSE10 |o |
-+ ‘Command Bytes
ECU VESA Display Scurce with integrated A-PHY VESADisplay Sink with Integrated A-PHY
DiplayFicel Data Path VESA VESA
VESA ¥ coriDP APHY APHY eDP/DP
Display Protocol APHY P hysical Physical Lane Protocol
Source Display Command Adaptation P Data Link Layer * > Layer | Manage- (v Adaptation | Display
d Control
(Pixels) b e g Layer with Layer Transmit Receiver ment Layer with
< DSE 1.0 [+ - " DSE 10 [*
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IV RY—IV Rogezet. 2L TERMNICEEFa2 VT 2FBT LN TEET,
ChbDETEK, ZabalL - FPETT— 3> - LA4Vv—lE, ES9€IL - TFOMILBELT
A—TA4 VYT - AT 54V ORVIOERMET ECU [CREICHEESATHET, ChiTkY,
DSI-2 & VESA (&, DSI-2 & VESADP OEFDRA T4 TA MY —LAIZ, #eege., £ L THEX
HICEEFa VT4 58HBTENTEETY, ETRILI M) —LAIK, APHY H B ERENR
EJ€LTORILTI—FEETHASRICEREBECETOIRTOBRETHRESNET,
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MASS Guiding Principles
The Extent

SM SM End-to-End solution includii
The Protocols (CSI-2 M, DSI-2 ”) fun:don:lsofﬂynnds«uﬂ'g + Camera/sensor to ECU
The PHY (A-PHYSY) sowce | atige BB oie | o == - ECU to display

= e e e ot et =8 » Bridged and integrated

MIPI Security is implemented as

extensions to CSI-2 and DSI-2

Brotocals: Mmmf.fom ' cs:fz/sgfzap:'t':cols';id == i::’::::er::ef/ﬁ:
SerDes Protocols in billions of devices

Solutions « Backward compatibility

s

This enables the Security to
achieve an “end-to-end” extent,

+ High performance

High noise immunity PHY, informed . issi
orreach. by extensive EMI/EMC i Retransmission schveme (RTS)
measurement/test campaign « Advanced modulation (PAM-4, 8,16)

« Ultra-low latency
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MIPl DEF 2T q1E, 3 DOIBHIZEDSWWTWVET, &—IZ PHY, (7O balL, FL
TESICTIVRATYRNTE, ThdM, MASS £y hDF O MIILRA — MNEIKRD 3 DDIgE
RA|E B> TLVET,

MIPl DEFXF 2T 4lE. BLOIAVATLTLELFEOLATIVD CSI-22 XU DSI-2 A MO
LOHEBRE L TERESATIET, 7OMILFORDOICEFA) T4 55332 ET, I
YRY—IVrOEE (V—F) aEXRLEYS, MoLEHBPI<E, TVyOEELVOIY FY—
IV ROT—R2RENREATNET,
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MASS Collection of Specifications
Applications Camera/ MIPI VESA Supporting
Lidar /Radar Display Display Interfaces
Updated B
Command Set -, MIPI MIPI CCS MIPI DCS
for automotive control Protocol Laye's Ethernet
Camera Service Display Service Display Service
Extensions Extensions Extensions | GPIO
Protocol extensions | . Safety Finctional Saféty k 1 Safety
for safety & security o MIPI ""‘m""“"m * “"‘s«u““‘"m MIPIHI3C
Security "w’ HOCP ( -
\ R

Updsted motile I MIPI CSI-2 MIPI DSI-2 VESA eDP/ DP | Futire HCIScoR
protocols

Adaptation layers I Frotacol “"; tation MIPI PAL/CSI-2 MIPI PAL/DSI-2 MIPI PAL/eDP-DP Other MIPI PALs
to the new PHY . Layer (PAL)

‘ Link Layer MIPI A-PHY Data Link Layer
The new PHY A
{“Digital PHY”) 7 7
Physical Layer MIPI A-PHY SerDes Physical Layer
* Primary current developments:
+  MIPI CSE®™, MIPI DSE*™ specifications add security with target completion mid-2022,
MIPI.ORG/DEVCON MA@BILE & BEY®OND © 2021 MIPI Alliance, Inc. 17
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DOMEARAT I —2ofEShET, R2v I &ER5 L. CSI-2, DSI-2. DisplayPort F 7 0 b
JLDEIC, #eELeltvtX 1) T4 REEZRF—L A4 VY —TEHEL = MIPI Security AETF 1T &
hTWET, —BFCHEIDEAPHY TR U VI BEYEETY, X2 )T« FERHIC
TORILLARNLTEESH, IROIY RY—IY ROIVRXTY MEFRLET,
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High-Level System and Security Requirements

Security includes:

MipiDEVCON

Device authentication, message integrity, confidentiality (encryption).
We refer to data protections accordingto the MIPI 1:5 Model shown below (more on
next page).
Security is managed by the Controllerengaging with each Component 1:1, thisis not a
“peer-to-peer” model of security (n-to-m)

For example:
Display security may be initiated from #1 or #2 and terminated in #4 or #5.
Camera security may be initiated from #5 or #4 and terminated in #2 or #1.

£ Display #2 A-PHY #3 A-PHY 4 Display #5
— — —
— “ “ Hcam"a

MIPI 1-5 Topology Model
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EOOT—RFEE. O 1 D2EAYE—IUDNRERICEE SN TGO LEERIET A AVt
— ATV T4. FLTH S 1 DEREEWICK > TER S DHEEM TS, MIPLIZEIT S
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ER

tFal) T4 TRREEEMEOZTI VR ME 131 TEEL TERESh, E7Y—-F
TEHOEFX1)T14ETLTEOYFEFA. T—20EF2)T4MFAEI Y bO—F4#1
FTEEEFOT) vy THEBSh, #4 T35 TERTLEBRES., AAZOEFa )T 113,
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MASS System Model: The 1:5 Model
Security Model Components ) ?F:? came

#1: Controller(5oC) E | 1H

e B ar

Natve nterface

#4: Target Bridge (T.Bridge)
#5: Target (Camera or Display)

Security Requirements

Device Mutual Authentication (SoC as Root-of-trust)

Message Integrity (MAC)
Confidentiality (encryption)

System Requirements (End-to-end)
Multiple system topologies (e.g., 15, 1245, 145, 125)

End-to-end extent via protocol extensions

Security for Data plane, and Control plane in-band/sideband

Highly flexible operation, such as Heterogenous operation for displays,
supporting DSI-2and DP on a daisy chain.
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O—L7L—0@AIctXFa T4 MARECRYEST, BHEOSERANTREEAYET.
BZIE. EEOTA AT LA ETAS—Fz—r bRAS—Tar hA—J I T 3T 14 R
TLADIFE. 5T 14 ATL A& DSI-2, BIOT 4 AT LA A DisplayPort TH->TH, LV
RY—IVRTOEF2)T4ICZBEIRELEFEA.
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B0 mipirDEVCON
MIPI Securlty Framework
# #2 8 # #
Controller | | (C/D/OP-| CBridge A-PHY T.Bridge || (C/D/DP-|| Target
PHY) A-PHY F::Bﬁ'g A-PHY PHY)
ment
C-L I isi thenticati dentiall
| o= Gnimtegatortonction)
& 'l l B-Level (SSMC, System Security Management
1 l & " Controller) manages the capabilities, algorithms,
ssme L - m.& and session keys.
P~

SEP Security
(in-band data protection) A-Level executes the data protection under
n Py #— control ofthe B-Level.
. [ N | N | I | - * SEP providesin-band data plane security

Camera CDrltrDl Interface (CCl) Security 1 + CCland A-PHY security are also provided.

A-PHY Control Security
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TL—=VIZESEPEFaUT0 & 3LRLODEF VT Z2HR—-—MLTUET,

© 2021 MIPI Alliance 25 MIPI DevCon 2021



mipiDEVCON

MIPI Securlty Ieverages DMTF.org SPDM Spec

SPDM: Security Protocol & Data Model DMTF [
e

DMTF now used within multiple Org specs ———
PCI-SIG, CXL, NVMe, and MIPI nvm.,

SPDM — Modeled after TLS.

Fundamentally used to establish authenticated session keys

mipralliance

KEY_EXCHANGE flow: based on certificates and/or raw public
keys

PSK_EXCHANGE flow: based on PSKs, no DHE, constrained
devices

Session-key keys canthen be used to secure data.

SPDM messages are carried across DSI-2, CSI-2 and :
CClI (12C) to protect each transport individually. e — | sromuof
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BCTHERASNTIVEYS, SPDM (&, T—ILRDA Rz TTEHRShTOSEFa)T1 7L
—LTD—Y THBDTSEETILELTNET,
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SEP Format consists of a SEP
Header and SEP Footer that
encapsulate the payload, where:

Header identifies all security
controls

Footer includes the MAC (and CRC
for functional safety).

The payload nominally consists of
a single CSI-2/DSI-2 packet and
may be transmitted immediately.

MIPI.ORG/DEVCON

2
Cantr alier

MIPI SEP Format (Service Extensions Packet)

Integrity check provi

MipiDEVCON

N ative Protocol Pavioad (data protected)
(&g C51-2, DS1-2)

Encrypiion provides payload confd entality

Confidentiality, Authentication

Confidentiality, Integrity, Authentication
hiezzage Counter prevents against replay attacks; CRC provides FuSs memage
integrity check

Native Protocol Payioad
(g CS1-2 DS1-2)

SEP Data Protection

M@BILE & BEY@ND
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Safety & Security Safety & Security
MIPI leverages TLS security over Native C/D-PHY over A-PHY

principals and places the
MIPI Service extensions at
the application layer

source/sink. PO —
orvel Bl
) . — S —_— _—
Essentially as “end-to-end” as Low Lo ot I Low Livel Protoest Low Levet Protocol mracsi2 Low Level Protocol
possible, from the pixel- w b P -~ pr—
source to the pixel-sink. y— ] L S
PHY Layer GPHY o DEHT PHY Layer PHY Layer APHY PHY Layer
ry —— [ 4
L ] L 1
COPrY APHY
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Summary

The MASS specifications provide functional safety solutionsfor automotive cameras and
displayswithin the first versions of MIPI CSE and DSE.

These specifications are complete and available to MIPI members.
The CSE v1.0 and DSE v1.0 specifications are being updated to support security (device
authentication, message integrity and optional encryption) over MIPI CSI-2, DSI-2 and
CCI (12C) sideband.
Placement of security in the CSI-2/DSI-2 protocols allows end-to-end data protection
with or without intermediate bridges.

This allows application layer security like TLS, contrasted to link layer security like MACsec.
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